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Abstract 1 Introduction

Harnessing the complete power of grids depends, ingigs are becoming increasingly important to research
part, on an application’s ability to adapt to changing anq engineering institutions because they provide a way
network conditions. To this end, we are interested ing¢ coupling various resources geographically distributed
monitoring available bandwidth of the underlying grid intq 4 single high-performance environment. These grid
networks in the most accurate and least obtrusive Wayinfrastructures are valuable to chemists, physicists, en-
Available bandwidth is either measured by actively i”'gineers, and other scientists running large-scale simu-
jecting data probes into the network or by passively mon14tions or other high-performance applications, such as
itoring existing traffic, but there is a definite trade-off \,,oqh generators. These types of applications are of-
between the active approach, which is invasive, and thgg, computationally or memory intensive, which may
passive approach, which is rendered ineffective duringnecessitate that data is distributed between many ma-
periods of network idleness. Our solution is to develop.pines. Computational grids, such as the NASA Infor-
the Wren bandwidth monitoring tool, which uses a hy-5tion Power Grid [1], are being developed to provide
brid approach to network monitoring that combines ele-|,5ars with a secure way of sharing data and running in-
ments of passive and active techniques to offer accuratgensive simulations. These grids provide more computa-

timely available bandwidth measurements while limit-ii5na) power and storage facilities, allowing scientists to
ing the invasiveness of probes. We have completed g e larger problems.

packet trace facility, designed new passive bandwidth al- \ypile switching to grid computing potentially pro-
gorithms to measure the available bandwidth, and evalyijes more computational power and storage facilities,
uated the effectiveness of these new algorithms in dig,e evolution to grid computing introduces new problems
verse environments. Our results indicate that a low overy, scientific applications because of the heterogeneity
head, passive monitoring system supplemented with 8¢y gynamic nature of the grid resources. Grid envi-
tive measurements can be built to obtain a complete pic;onments are often composed of various clusters of het-
ture of the network’s performance. erogeneous machines interconnected by LAN and WAN
networks. These environments can consist of machines
with drastically different architectures connected by an
unbalanced communication network. In addition, grids
are dynamic in nature; resources can come and go. Pro-
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cessors may be shared with other users and may beconbecause we have no control over the application traf-
unavailable at any time. Network conditions will reflect fic pattern. We have evaluated our approach on LAN-
the amount of other traffic competing for the network asand WAN-based distributed applications and present the
a result bandwidth may vary greatly in time. Itis this dy- results of applying our analysis to traffic captured from
namic nature of the grid that makes it challenging for anthese applications. The principle contributions of our ini-
application to efficiently utilize all resources and maxi- tial research are

mize its performance. .
e a system that captures packet traces unobtrusively,

Grid applications require timely network measure-
ments so that they can adapt to changing network condi- ® New algorithms for applying the principles of active
tions and make efficient use of resources. While several ~ Probing techniques to passive traces, and
tools have been created to actively measure the end-to- o ovaluation of our passive, two-sided available band-
end available bandwidth of a network path, they require
instrumentation at both ends of the path, and the traf-
fic injected by these tools may affect the performance of
other applications on the path. A less intrusive approach
to measuring bandwidth is to passively monitor existing The remainder of this paper will describe the status of
application traffic, however this approach is rendered inth€ Wren bandwidth monitoring tool. We will first re-
effective during periods of network idlenedtle propose ~ View terminology and related work on monitoring sys-
a hybrid approach to network monitoring that combines €Ms. In Section 4, we describe our packet trace im-
elements of passive and active techniques to offer ad?lementation and the new passive, available bandwidth

curate, timely available bandwidth measurements while?!gorithms we developed. In Section 5, we present the
limiting the invasiveness of probes. results of using Wren to monitor available bandwidth.

width algorithm when applied to several types of
application traffic on paths with varying amounts of
cross traffic.

As part of the Watching Resources from the Edge

of the Network (Wren) system, we are developing 2 Terminology

a monitoring tool that utilizes an architecture whereThe utilization of the network path refers to how much

application-generated traffic is captured and used for PeI3f the capacity is being consumed by traffic. Available
forman(_:e _predlgtlon wher_1 possible, and when no eX_'StbandWidth describes what portion of the path is currently
ing traffic is available, active probes are used to prowdeUnuseol by other competing traffic. More precisely, avail-
a constant series of measurements [6]. This architecturgy e panduidth is determined by subtracting the utiliza-
allows an application to modify its adaptation strategyion from the capacity of the network path [7, 11]. In

at runtime based on knowledge of additional ava"ablepractice available bandwidth may also be affected by

bandwidth and report its measurements to a monitorinqraﬁic shapers that allow some traffic to consume more

system for use by other or future applications. or less bandwidth than other traffic can consume.

In order to implement this hybrid system, we need to Another important measurement is achievable band-
monitor existing application traffic, calculate bandwidth width, which is the throughput an application can ac-
based on the information collected, and detect whertually obtain over a path. As the majority of applica-
there is insufficient traffic so we can then inject activetions rely on TCP for communication, most measure-
probes. This paper provides an overview of the Wrenments of achievable bandwidth are made by measuring
packet trace facility and describes how to apply tech-the throughput of a bulk data transfer using TCP. These
nigues commonly used to actively measure bandwidth taneasurements are intrusive, having a significant impact
passive traces of application traffic, a task complicatecn the performance of other applications, but they are the
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only direct way to measure what a real application will tions and packet capture hosts. The performance reports
receive if it attempts the same type of data transfer. sent by the client applications are based on application-
Achievable bandwidth and available bandwidth are redevel observations and may lack the detail to provide ac-
lated and are both useful characteristics in analyzing neteurate estimates of available bandwidth. Packet capture
work and application performance. TCP throughput de-hosts, which use BPF to observe all traffic to and from
pends on the available bandwidth, the other traffic utiliz-a group of hosts, are the primary means of collecting in-
ing the network, the TCP implementation, and the wayformation. These hosts are not at the end-points of the
the application sends the data. Available bandwidth igpath, and therefore, must use heuristics to infer end-to-
a measurement of how much additional traffic could beend properties such as achievable bandwidth. The packet
added without perturbing other network connections anctapture host is responsible for processing the data be-
is useful for applications that are considering increasingore sending the performance report to the server. In our
their utilization, a new application approximating what Wren system, the host collecting the kernel-level packet
bandwidth might be available, and for network engineerdrace can send the data to another machine where all the

monitoring the performance of their network. processing will occur. More importantly, Wren uses a
two-sided approach to monitoring traffic at the both end
3 Monitoring Systems hosts of path, allowing for more accurate measurements

of end-to-end properties.
Packet trace tools, like tcpdump, monitor network traf-
fic to verify the operation of network protocols and to
characterize application traffic patterns. In Linux sys-
tems, tcpdump uses libpcap to interact with the Linux

Web100 [8] is designed to monitor, diagnose, and

tune TCP connections. Web100 comprises a kernel-
level component, which is responsible for exposing the
, o " characteristics of the TCP connection, and a user-level
Socket Filter (LSF), a variation of BSD Packet Filter . . . .
BPF) [9], which is composed of a network tap that component, which retrieves and graphically displays the
('t tth, link device | P d collect K tp connection information. The Web100 tool instruments
SI s atthe din -EVICE .ayer and collects packets SpeCfhe network stack of the 2.4 series of Linux kernels
ified by user-defined filter rules. The use of the LSF

L o to capture an instantaneous view of the TCP connec-
filtering mechanism improves performance because un-

) ) ) _ tion internals and exports that information to the user-
wanted packets are filtered in the kernel instead of bem?evel through an interface in the /proc file system. The

copied into the user-level for processing by libpcap. AWeblOO tool has an auto-tuning functionality and also

drawback of using LSF to trace packets is the need for . . . .
licati b ding th ket t llect th I(prowdes a mechanism for hand-tuning kernel variables.
appiications fo be reading the socket to collectIn€ Packsy,» appeal of the Web100 tool is the ability to track the

ets as they arrive. In contrast, an application that use%urrent state of variables in TCP connections and to tune
the Wren system can read data from a kernel buffer &

. i . Buffers accordingly in real-time at the user-level.

any point after the trace is completed. More importantly,
it may be difficult for system that uses LSF to coordinate We are developing the Wren bandwidth monitoring
traces of the same range of packets on two machines. W0l as an extension to the Web100 kernel so that a sin-
have designed Wren with a triggering mechanism thagle kernel can provide the variety of network services
specifies the same range of packets will be monitored ofiequired for high-performance networking. We chose
both machines. to implement the kernel-level portion of the Wren band-

Shared Passive Network Performance DiscoveryNidth monitoring tool as an additional feature to Web100
(SPAND) [13] uses information passively collected from because monitoring available bandwidth and buffer tun-
several hosts on a network to measure network condilng are both used in the same situations to improve ap-
tions. Performance data is collected from client applica-Plication performance.
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Table 1: Information collected during Wren packet trace of TCP traffic.
Incoming packets Outgoing packets
timestamp\ seq numbeﬁ ack number\ TCP cwnd || timestamp| seq numbeﬁ ack number| data size

4 Wren Bandwidth Monitoring Tool through two system calls: one starts the tracing and spec-
ifies the connection to trace and the other retrieves the
Our Wren bandwidth monitoring tool is designed to in- yrace from the kernel. The Wren architecture is designed
corporate the key portions of packet tracing into the ker-sg that user-level components do not need to be reading
nel, with the analysis and management of the traces hafrom the packet trace facility all of the time. Wren can
dled at user-level. The design goal is easy deploymengapture full traces of small bursts of traffic or periodi-
and integration in a secure, production system so that agg|ly capture smaller portions of continuous traffic and
individual user can monitor only packets associated with ,se those to measure available bandwidth. We have pre-
their application. We set two primary requirements forviously analyzed the efficiency of our design [14] and
our implementation. found that Wren adds little overhead to the kernel.

e No modification to the application code or the net- L
The precise timestamp and cwnd values are only pos-

work infrastructure may be required. Code modifi- . . .
L . . sible through kernel-level instrumentation. Another key
cation is one of the largest hurdles to grid applica- | . S
i ; ) design feature of the Wren packet trace facility is the
tion development. Our implementation should be as | . . . .
) ability to coordinate measurements between machines.
transparent to the user as possible. . . . .
In our implementation, one machine triggers the other
¢ Application performance must not suffer. The mon- machine by setting a flag in the headers of outgoing
itoring software should not compete with the appli- packets to start tracing the same range of packets. The
cation for network or CPU resources. other machine traces all packets with the header flag

) ) ) set, which prevents lost packets from adversely affect-
We believe that a system meeting these design goalr%g the coordinated tracing. This packet coordination

would be as acceptable to system adm|n|str§tors nsures that the buffers at each end of the connection
Web100 [8], a sys.;tem commonly used to monitor andstore information about the same packets regardless of
tune TCP connections. the bandwidth-delay product of the particular connec-

tion.
4.1 Wren Packet Trace Facility

Wren extends the functionality of the Web100 kernel to

incorporate kernel-level packet traces. Because Weblﬂfli'2 Wren Trace Analyzer

is a secure, well-accepted system, our Wren packet trace

facility should be acceptable to system administratorsThe user-level component of the Wren bandwidth mon-
In our implementation, we added a buffer to the Web100itoring tool is responsible for initiating the tracing, col-
kernel to collect characteristics from incoming and out-lecting the trace from the kernel, and processing the data.
going packets. Table 1 shows the information collectedVe apply the bandwidth techniques at the application
during a trace of TCP traffic. In the UDP and TCP level to avoid slowing the performance of the operating
code we timestamp the packets using the CPU clock cysystem. The overhead imposed by the user-level code is
cle counter and record the timestamps and TCP congesninimal, and the data can be transferred to another ma-
tion window size in our buffer. Access to this buffer is chine for processing, if necessary.
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4.2.1 Existing Available Bandwidth Tools We have developed a new passive SIC algorithm that

) ) i . uses the timestamps of packets on the sending and re-
Self-induced congestion (SIC)is a common technique . .
. i _ ceiving hosts to calculate the one-way delays and the

used by active tools to measure available bandwidth. The . . . .
o ) : i initial sending rate of the stream of packets. Our imple-
basic principle of the SIC technique is that if packets are L .
i , mentation is based on the pathload tool [3], which sends

sent at a rate larger than the available bandwidth, the

. : . . out UDP probes and uses trends in one-way delays to
gueuing delays will have an increasing trend, and th

e . . .

. . ) determine the available bandwidth.

rate the packets arrive at the receiver will be less than the ] ) )
We group 10-100 packets into a stream and identify

sending rate. If the one-way delays are not increasin% ) )
L e trend in one-way delays of that stream. We impose
and the rate the packets arrive is the same as the send-

ing rate of the packets, then the available bandwidth isthe condition that grouped packets are the same size so

. .that all kets wi nsider have experien h m
less than or equal to the sending rate. Tools that utl-t at all packets we consider have experienced the same

. . tore-and-forwar I t the links along th th. Be-
lize this concept probe the network path for the IargestS ore-and-fo _a d d_e ays a_ € s along ) € pa €
ause congestion window size often determines the send-

. . . ..C
sending rate that does not result in queuing delays with o
ing rate of the TCP application, we also ensure that all

an increasing trend because this sending rate reflects the et d together h h i i
available bandwidth of the path. pac e's grouped together have the same congestion win-
. . . dow size. For each stream of packets, we calculate the
Tools that use principles similar to self-induced del ¢ h ket. calculate the initial q
congestion include Netest [5, 4], Pathchirp [12], %ne;;\izyar?daﬁ;r;?ge l?"cie(:e’ Za::'i(:ereaes'l:l Izesrﬁjn'n-
Pathload [3], PTR [2], and TOPP [10]. ng rate, net Isant s !

the one-way delays.

We group several streams together and try to identify
the maximum value for the available bandwidth. For
The Wren trace analyzer applies principles of SIC algo-each group, the stream with the largest sending rate and
rithms to passive traces of TCP traffic. The major ob-no increasing trend determines the available bandwidth.
stacle with using passive TCP traces is that we have nt our passive SIC implementation, we have the flexibil-
control over the traffic pattern. Because we lack con-ty to relax the number of packets in a stream and the
trol over the traffic patterns produced by TCP applica-number of streams in a group to better suit the amount of
tions, the key question is whether or not the collectediraced traffic available to analyze. However, this feature
TCP traffic can be used to apply the SIC principles. Inis not demonstrated in this paper.
this chapter, we address this question by comparing the
probe traffic injected by active SIC algorithms with TCP 4.3 Security
traffic. We found the primary differences between probe
traffic and the TCP traffic traces are: We recognize that the interface to packet traces that the
Wren bandwidth monitoring tool provides may be con-
sidered a security issue. In the current implementation
of our Wren bandwidth monitoring tool, there is no re-
striction on which users can capture traces. The danger
here is that any user has access to and can trace any other
user’s application traffic. However, the amount of in-
formation the user can obtain is limited to sequence and
e The probe traffic can be controlled by the active SICacknowledgment numbers and does not include the data

algorithms, but we cannot control the application segment of the packets. This is not much more informa-

traffic we monitor. tion than a user could obtain from the netstat program.

4.2.2 Wren's Passive SIC Algorithm

e Active SIC algorithms use UDP traffic, but we are
tracing TCP traffic,

e The probe traffic is designed to be unintrusive, but
the TCP traffic we monitor will affect other traffic
on the network path, and
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Were we to restrict access, deploying a grid-wide moni-

toring system would require either root access or restric Bandwidth
the monitoring to a single user’s applications. But in a 100 ' '
production release, we could add the ability to check per- .- il
missions for access. g T o - .
w ; -
. ) g 60 _IE—'%_|_- =
5 Passive SIC Evaluation = T S Ry S W N
T 40 |
The measurements our SIC algorithm produces reflec £ L
the amount of bandwidth available to the application. & o9 |
These measurements are the sum of the bandwidth cu .
rently being consumed by the application we are moni- g Lo TR A
toring and the amount of bandwidth not being used by 0 40 %0
any other traffic. Time (seconds)

For this paper, we monitor TCP traffic produced by

traffic gengrators. The available bandwidth W? m(.aasur?:igure 1. The passive SIC technique applied to traces of
could be different if the TCP stream we monitor is re- TCP traffic on 100 Mb LAN with 10. 20 30. 40 50. 60
moved because TCP may interact with and affect the70, 80, and 90 Mbps of cross traffic present. The average

other trafflc on _the path._ However, our go_al Is to usethroughput of the TCP traffic on an uncongested LAN is
our algorithm with preexisting network traffic. We are 15 Mbps

emulating for control purposes in these experiments.
We demonstrate how our algorithm works by applying
our algorithm to traffic monitored from a traffic genera- indicating that our passive approach to measuring avail-
tor that sends TCP traffic with an average throughput ofable bandwidth produces valid measurements.
15 Mbps. We ran the traffic generator for 90 seconds on a
100 Mb LAN and plot the measurements our passive SIG q Bursty Traffic
generates in Figure 1. In this graph, there are distinct
bands that reflect the change in the amount of cross trafour previous experiments used traffic patterns consisting
fic. Figure 1 clearly demonstrates that our passive SI®f uniformly spaced messages, but in practice many ap-
algorithm can detect changes in available bandwidth. plication have a more bursty communication pattern. We
Because we run our experiments on an isolatechave previously analyzed our algorithm using real ap-
testbed, we can use the capacity of the testbed anplication traffic and found applications with bursty com-
throughput of the cross traffic application to determinemunication patterns more challenging to monitor [15].
the actual amount of available bandwidth present. Thddowever, if the bursty application traffic has either large
error metric we use is absolute error: message sizes or bursts of smaller message sizes sent
larger than the available bandwidth, we can use our pas-
sive SIC algorithm to accurately measure the available

error = |cross traffic tput — abw estimate)|

We applied this error metric to the measurements probandwidth.
duced in Figure 1. Table 2 shows the mean error and the To emulate traffic generated by bursty applications, we
standard deviation obtained from comparing our passivereated a traffic generator that sends 256K messages with
bandwidth measurements with the available bandwidtta variable delay. The variable delay causes the through-
present on the path. In this table, the error is quite lowput of the generators to oscillate.
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Table 2: Error of measurements obtained by monitoring
TCP traffic with average throughput of 15 Mbps

=]
(=]

cross traffic (Mbps)| Mean error| Std. Deviation é“ 60 . —

10 0.912 0.599 = 40

20 1.626 1.028 "g

30 1.191 0.418 'E 20

40 0.849 0.511 o

50 1.592 1.068 0 H—U Ll
10 15 20 25 30

60 1.940 0.310 - |

70 1.761 0.096 ime (seconds)

80 0.429 0.172

90 4.187 0.887 Figure 2: The graph shows the SIC measurements

(points) produced by monitoring bursty application traf-
fic (tput represented as the line) on a testbed with 20

In Figure 2, the line represents the throughput of theMbps of cross traffic present during 0-15 seconds and

traffic generator and Fhe pomt_s are the _measurgmentio Mbps of cross traffic during 15-30 seconds.
produced by our passive algorithm. In this experiment,

there is 20 Mbps of cross traffic present for the first 15

seconds and 40 Mbps of cross traffic present for the lagihore timely measurements because the overhead asso-
15 seconds. This graph shows that our SIC algorithm cagiated with coordinating traces on two machines is re-
accurately measure changes in the available bandwidtfoved. We have a prototype implementation of the one-

using traces of application traffic with bursty communi- Sided algorithm and are in the process of evaluating the
cation patterns. algorithm to determine how much traffic is needed for

our algorithm to produce accurate bandwidth measure-
ments. Based on the evaluation of the traffic types re-
quired by our algorithms, we will develop an algorithm

. . . hhat detects when there insufficient traffic present and in-
This paper discusses the status of the Wren bandwidtl ) | al traff v wh thus |
o . . . ects supplemental traffic only when necessary, thus lim-
monitoring tool. We describe the implementation of the PP y Y

o iting the invasiveness of our probes. The next step is to
Wren kernel-level packet trace facility and our new pas- g b P

. . . . . incorporate online trace analysis in a real-time system
sive SIC algorithm for measuring available bandwidth. p. ] y y
. . that will provide a constant stream of accurate available
We have evaluated our algorithm using bulk data transfer .
' ) , . bandwidth measurements.
traffic, bursty traffic, and traffic on paths with controlled

congestion and present the results of how responsive our

6 Conclusion

technique is to changes in cross-traffic on the path. Our References
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